Job Aid: Sending a Secure Message
In Outlook Desktop \1}: Trinity Health

Overview

The purpose of this job aid is to provide direction for sending secure messages to external email recipients, such as
AOL, Yahoo! Mail, and Gmail recipients, outside our network through Trinity Health's Cisco IronPort Secure Email
Gateway. The recipient may or may not be a Trinity Health colleague, but their personal email client is not secured
on our network. When you send an email outside our network with any confidential information in it, including but
not limited to PHI (Protected Health Information), Pll (Personally Identifiable Information), and financial information,
you must take important precautions to send it securely.

When sending secure emails to external recipients not on our network, there are procedures that both the sender
and recipient must follow. Refer external recipients to this job aid for receiving and opening a secure email:

Cisco Secure Email Encryption Service 6.2 Recipient Guide. If the external recipient is a non-colleague, they will
not have access to the link for this job aid and you will need to share the steps and instructions with them.

Sending a Secure Message

Inbox
1. Create a new message addressing and composing it as you normally would, and add any attachments.
2. Atthe beginning or end of the Subject line, add any one of the following tags:
(secure) <secure> secure
Important: There must be a space in front of or behind the secure tag. For example, a valid secure tag would be
"Important message <secure>" not "Important message<secure>" with no space. Or, "Secure Important message”

not "Securelmportant message." If you don't add the space, the message will not be sent through the secure
server.

External Test Message <secure> - Message (HTML)
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This message contains patient or PHI\PII\financial information.
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Job Aid: Sending a Secure Message in Outlook Desktop

Sending a Secure Message (continued)

3. Click Send. The message is sent securely through Trinity Health's Cisco IronPort Email Gateway to the
external recipient.

You should receive a Message Delivered by Secure Envelope confirmation message, stating the
message was securely delivered to the recipient.

Inbax - 03650utlook@trinity-health.org - Outlook

Send / Receive Folder View Q Tell me what you want to do...

el o] [4 i Ignore x ™ & P Move to: 7 £3 To Manager ¥ = oy I
— ls . [ =8 5 B2 Meeting H > 9 g : = [= =
y ":E et schegue | ECEnUps 7 A € (I' . ')d o B Team Email ¥ Done y Rl;l D-)N e | Ao U t“'_ ol 2 Adress Book
ew  New ect  Schedule elete  Reply Reply Forward [ pore- | - ove Rules OneNote ign Unread/ Categorize Follow B
Email ltems~ Now Mesting= <o Junk Al U 2 Reply & Delete ~ # Create New - - Policy= Read - up- Y Filter Email
New Ciseo Delete Respond Quick Steps [ Move Tags Find
4 Favorites Search Current Mailbox (.. S | Current Mailbox = € Reply [ Reply All £} Forward
L Al Unread v Newest 4 SecureEnvelope@trinity-health.org 20
Sent It .
ent ltems 4 Today Message Delivered by Secure Envelope.
Deleted ltems 7 -
SecureEnvelope@trin...
Message Delivered by Secu 9:20 AM
403650utlook@trinity-health The Trinity Health Secure i The Trinity Health Secure Email System has securely delivered (via TLS or Secure Envelope) the following message:
4 Three Weeks A
tm ree Weels Age SUBJECT: <Secure> Message Test
Drafts [3] exchtestewh2016 DATE: 08/21/18
Sent lterms Test Message 8/1/2018 RECIPIENTS: TrinityTestCWH@comcast.net
Testing 123 <end> N
N FILTER: Encyption Subject Keywords

Note: The external recipient will receive an email indicating they've received a secure message. Refer external

recipients to the Cisco Secure Email Encryption Service 6.2 Recipient Guide for instructions on receiving and
opening a secure message.
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